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Abstract:

By expansion of the application of game theory in modeling various problems and the
competitive nature of the real world, the use of this method in solving problems related to
vital and important networks that affect the security of a country or society was introduced
as security games.

In this research, an interdependent network has been studied under disruption, which,
due to the dependence of its elements, a disruption in one component of the network affects
other components and leads to sequential or cascading disruptions. The infrastructure and
vital networks of a country, such as electricity distribution, transportation,
telecommunications, finance and banking networks, have been studied. Given the nature
of the subject under study, a game is formed between the attacker (disruptor) and the
defender (network), each of which tries to optimize its strategies. The ultimate goal of the
attacker is to collapse the network due to cascading disruptions, and the goal of the defender
is to prevent the disruption or reduce its impact and ultimately maintain the stability of the
network.

In this game, the attacker always makes the best decision to disrupt the current network
flow, and the defender considers all the attacker's behaviors in previous iterations and acts
to maximize the network flow. This iterative game continues until the goals of the two
players converge.
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Algorithm

i Initialize: X « {}, p < {}, ptorg = 0, VE 0, VY = o ;
2 while (VU £ V) do
3 . VY «— ADMINSTRATORPROBLEM(G, U, p. u) ;

In
4 T, +—xNX;

5 T —T\Tp;

6 if (&, = 0 then

7 L break ;

8 else

9 x* +— Random{x.) ;
10 X«Xuz,

1 fi.VE «— ADVERSARYPROBLEM(G, U, p.z*. 1) ;
12 if /i % pt,4 then

13 [T N VASRT

14 Hoid + I 5

15 else

16 L break ;

17 return &, u
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